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Abstract: The paper examines methods for generating artificial fingerprints for testing biometric identification systems.
The use of artificial fingerprints makes it possible to create large databases necessary for evaluating the accuracy of
recognition algorithms. The study discusses the main biometric characteristics of fingerprints, including global and local
features, as well as mathematical models for constructing papillary lines, such as Bezier curves and image processing
methods. Existing approaches, including those based on reaction-diffusion models and frequency transformations, are
analyzed. The importance of developing algorithms that ensure the realism of synthesized fingerprints is emphasized.

Key words: biometrics, identification, fingerprints, artificial fingerprints, Bezier curves, biometric features, image generation,
recognition methods, modeling, image processing.

Annotatsiya: Mazkur maqolada biometrik identifikatsiya tizimlarini sinovdan o‘tkazish uchun sun’iy barmoq izlarini
yaratish usullari ko‘rib chigilgan. Sun’iy barmoq izlaridan foydalanish tanib olish algoritmlarining anigligini baholash
uchun zarur bo‘lgan yirik ma’lumotlar bazalarini yaratish imkonini beradi. Tadgigotda barmoq izlarining asosiy biometrik
xususiyatlari, ya'ni global va lokal belgilar, shuningdek papillyar chiziglarni qurish uchun matematik modellar, jumladan
Bezier egri chiziglari va tasvirni gayta ishlash usullari tahlil gilingan. Shuningdek, reaksiya-diffuziya modellari va
chastota o‘zgartirishlarga asoslangan mavjud yondashuvlar o‘rganilgan. Sun’iy yaratilgan barmogq izlarining realistikligini
ta’'minlaydigan algoritmlarni ishlab chigish muhimligi ta’kidlangan.

Kalit so‘zlar: biometrika, identifikatsiya, barmoq izi, sun’iy barmoq izi, Bezier egri chizig'i, biometrik xususiyatlar, tasvir
yaratish, tanib olish usullari, modellashtirish, tasvirni qayta ishlash.

AHHOTaUus: B cTaTbe paccMaTpuBaroTcsl METOAbI reHepaLny UCKYCCTBEHHbIX OTMeYaTKoB MarnbLeB Afs TECTUPOBAHNUS
GMOMETPUYECKMX CUCTEM UAEHTUdDMKALMK. Mcrnonb3oBaHNe WCKYCCTBEHHbIX OTMEYaTKoOB MO3BONSAET CO3[4aBaTb
KpynHble 6asbl AaHHbIX, HEOGXOAMMbIE OISl OLEHKM TOMHOCTM anropuTMOB pacno3HaBaHus. PaccMOTpeHbl OCHOBHbIE
BGUOMETPUYECKME XapaKTEPUCTMKM OTMeYaTKoB MarblLeB, BKMYasa rmobanbHble U rnokanbHble 0COGEHHOCTU, a Takke
mMateMaTuyeckne MOAEMU MOCTPOEHUA ManUNMAPHbIX NUHUIA, B TOM Yucrie KpuBble Besbe U MeToabl 06paboTKu
n3obpakeHnii. MpoBeaeH aHanmmu3 CyLUECTBYIOLLMX MOAXOA0B, OCHOBAHHbIX Ha MOAENSIX PeakLMOHHO-AU(Y3NOHHBIX
MPOLIECCOB U 4YacTOTHbIX nNpeobpasoBaHuAx. OTMeveHa BaXkHOCTb pa3paboTKM anropuTMOB, 0GecneYnBaloLLX
peanucTUYHOCTb CUHTE3MPOBaHHbLIX OTNEYaTKoB MarbLes.

KntoyeBble cnoga: 6|/|0|\/|eTpv|;|, Vl,quTMCbI/IKaLWIH, oTnevyaTkm nanbueB, UCKYCCTBEHHble OTne4vyaTtku, KpuBble 563be,
OuomMeTpuYeckne npusHaku, reHepaums un3o0pakeHWi, MeTodbl pacrno3HaBaHWsi, MogenupoBaHue, obpaboTka
N300paXKeHn.

INTRODUCTION

Biometrics have become one of the most widely applied technologies and reliable tools in the field of
information security and identity verification. Among various biometric identifiers, fingerprints remain the most
commonly utilized feature for human recognition and authentication due to their uniqueness, stability, and ease
of acquisition.

The development of accurate and reliable recognition systems necessitates extensive and high-quality
testing, which, in turn, requires large-scale fingerprint databases. However, the creation of such databases
presents notable challenges, including significant financial costs, time consumption, and logistical difficulties in
collecting and processing real biometric data.

To address these limitations, the design and implementation of algorithms for generating artificial fingerprints
have emerged as a promising and relevant area of research. Artificially generated fingerprints make it possible
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to simulate large datasets, thereby facilitating the testing, evaluation, and improvement of fingerprint-based
identification systems. Furthermore, such databases contribute to the development of more secure, efficient,
and scalable biometric technologies, ensuring the continued progress of digital identification and information
protection systems in the era of advanced technological innovation.

LITERATURE REVIEW

Biometric identification represents an automated method of personal authentication that relies on the
analysis of an individual’'s unique physiological or behavioral characteristics. Physiological traits, such as
fingerprints, palm geometry, or iris patterns, are considered permanent and distinctive features inherent to each
person. Due to their stability and uniqueness, these characteristics are virtually immutable and provide a highly
reliable basis for identity verification. Unlike traditional authentication methods, such as passwords or personal
identification numbers (PINs), biometric identifiers cannot be forgotten, misplaced, or stolen, which makes them
a more secure and convenient solution in modern digital systems.

Currently, biometric identification systems encompass a wide range of technologies, including fingerprint
recognition, DNA analysis, ear shape recognition, facial geometry, facial skin temperature detection, keystroke
dynamics, palm print scanning, retina and iris pattern analysis, signature verification, and voice recognition
systems. Each of these systems utilizes distinct physiological or behavioral features to ensure accurate and
efficient personal identification.

The integration of such systems into security, forensics, and information management has contributed
significantly to enhancing both data protection and personal identification accuracy. Furthermore, continuous
advances in image processing, machine learning, and pattern recognition algorithms are steadily improving
the precision, reliability, and adaptability of biometric technologies across diverse applications, making them a
cornerstone of modern digital security infrastructure (Figure 1).
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Figure 1. Biometric Identification Methods

Fingerprints represent one of the most reliable and widely utilized biometric characteristics in the field
of personal identification. A fingerprint consists of a series of raised papillary lines (ridges) and grooves, the
structure of which is determined by the unique ridge formations on the surface of human skin.

Each fingerprint contains two categories of distinguishing features — global and local. Global features are
large-scale characteristics that can be visually observed without magnification. These include the overall image
area, core (nucleus), delta point, ridge count, and the general papillary pattern.
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In contrast, local features, often referred to as minutiae, represent the microscopic, unique details
within a fingerprint that provide its individual specificity. These features include ridge endings, bifurcations,
and small dot-like structures that vary from one person to another. While two individuals may possess similar
global fingerprint patterns, their local minutiae configurations are always distinct, thereby ensuring absolute
uniqueness in personal identification (Figure. 2).

Bifurcation

Figure 2. Global and Local Fingerprint Features

The nucleus represents the central reference point of a fingerprint pattern, located approximately at its
geometric center. It serves as a guiding element for fingerprint analysis and classification, providing a structural
basis for the alignment and interpretation of papillary ridge patterns.

The delta point is a critical structural feature where the ridges of the papillary lines diverge or converge,
forming a triangular or delta-like configuration. In some cases, it may appear as a short ridge or even as a
distinct dot, depending on the individual’s skin texture and ridge density. The delta point plays an essential role
in orientation and classification of fingerprint patterns.

The line counter refers to the number of papillary ridges located within the image area, specifically between
the core (nucleus) and the delta point. This metric is widely used in biometric analysis to quantify ridge density,
enhance recognition accuracy, and improve the reliability of automated fingerprint identification systems (AFIS).

Together, these structural features—nucleus, delta point, and line counter—constitute the fundamental
parameters that define the global geometry of a fingerprint, serving as a scientific basis for fingerprint modeling,
synthesis, and identification in modern biometric research.

RESEARCH METHODOLOGY

This study adopts a computational and simulation-based approach to the development and evaluation
of algorithms designed for artificial fingerprint generation, with the primary goal of expanding and diversifying
existing biometric databases. The methodology integrates computer graphics techniques, focusing on the
application of cubic Bézier curves to accurately model the ridge structures inherent in fingerprint patterns.

The process of image formation is achieved through iterative computation of pixel brightness values derived
from orientation fields, enabling the synthesis of highly realistic fingerprint textures. To enhance the authenticity
of the generated fingerprints, the study systematically incorporates controlled distortions that simulate real-
world imaging conditions—such as blurring, noise, and geometric deformations—thus ensuring the visual and
structural fidelity of the artificial prints.

Experimental validation of the proposed methodology involves both qualitative analysis of the synthesized
fingerprints’ realism and quantitative assessment of their applicability in testing and benchmarking fingerprint
recognition algorithms. Furthermore, this approach draws upon reaction-diffusion models inspired by Alan
Turing’s pattern formation theory, providing a theoretical foundation for simulating natural ridge growth dynamics
observed in biological fingerprint formation.

Through the combination of these modeling and computational principles, the methodology supports
the creation of large-scale, heterogeneous fingerprint datasets, which are essential for robust performance
evaluation and algorithmic improvement within biometric identification systems.

In computer graphics, fingerprint structures are modeled using curves defined by four control points,
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following the principles underlying cubic Bézier curves. Bézier curves exhibit several properties that make
them particularly advantageous for biometric modeling. One key property is their invariance under affine
transformations, allowing the curves to maintain their structure when transferred between coordinate systems—
this effectively corresponds to fingerprint distortions caused by contact with curved surfaces during scanning.
Another essential characteristic is boundedness, meaning that a Bézier curve always lies entirely within the
convex hull formed by its defining control points (Figure 3).

Figure 3. Using Bézier Curves to Construct a Fingerprint

In the process of constructing a synthetic fingerprint image on a computer, the brightness value of each
pixel is calculated based on the corresponding orientation field that defines the direction and curvature of
papillary ridges. This procedure ensures that the generated fingerprint pattern accurately reflects the natural
flow and structural characteristics of real fingerprints.

Traditionally, fingerprint image generation is carried out through iterative computational procedures,
where the brightness values for each pixel are automatically determined according to predefined mathematical
models. This approach allows for the precise simulation of ridge continuity, spacing, and curvature across the
fingerprint area.

As a result, the synthesized fingerprints—produced using cubic Bézier curve modeling and orientation-
based brightness computation—exhibit a high degree of realism and visual accuracy, closely resembling
genuine biometric samples (Figure 4).

Figure 4. Formation of Artificial Fingerprints
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To achieve greater realism in the generation of artificial fingerprint images, various enhancement methods
are employed to simulate distortions typically observed in real-world fingerprint acquisition processes. These
include the deliberate introduction of defocusing, image blurring, rotation, noise interference, and background
textures. The incorporation of such imperfections enables the creation of synthetic fingerprints that closely
resemble authentic biometric data captured by scanning devices.

Despite ongoing advancements in biometric modeling, there remains limited research and technical
documentation on the development of comprehensive software systems for artificial fingerprint generation.
One of the pioneering studies in this field is that of Sherstin and Picard (1994), who proposed a sophisticated
approach utilizing a dynamic nonlinear system known as the “M lattice.” This system generates grayscale
fingerprint images by mathematically simulating ridge propagation patterns.

The underlying methodology is inspired by the reaction—diffusion model originally introduced by Alan Turing
in 1952 to explain the biological formation of natural patterns, such as the stripes on zebra fur. Although Turing’s
work was not specifically aimed at the synthesis of artificial fingerprints, the theoretical principles of pattern
formation described in his model provide a valuable foundation for simulating the complex ridge structures of
fingerprints.

This conceptual adaptation highlights the interdisciplinary potential of mathematical biology, computational
modeling, and image synthesis in advancing biometric technologies. The application of Turing-inspired
reaction—diffusion models contributes significantly to improving the structural authenticity, texture realism, and
variability of artificially generated fingerprints, thereby enhancing their utility in testing, training, and validating
biometric identification systems.

ANALYSIS AND RESULTS

The comprehensive analysis of artificial fingerprint generation methods revealed that the utilization of cubic
Bézier curves in modeling papillary ridge structures offers a mathematically rigorous and geometrically flexible
framework for reproducing both global and local fingerprint characteristics. This approach enables precise
modeling of ridge continuity, bifurcations, and terminations, which are essential components in biometric
feature extraction and identification accuracy. The iterative calculation of pixel brightness based on orientation
field dynamics produces fingerprint patterns that exhibit a high degree of structural coherence and visual
authenticity, aligning closely with real biometric samples obtained from optical or capacitive sensors.

Additionally, the integration of controlled distortions—such as defocusing, blurring, rotation, and Gaussian
noise simulation—proved to be an effective strategy for mimicking natural acquisition imperfections. These
modifications emulate factors such as sensor pressure variation, finger slippage, humidity effects, and
environmental lighting conditions, which commonly affect fingerprint capture in real-world scenarios. The result
is a synthetic dataset with enhanced textural realism, contrast variation, and noise distribution, contributing to
more robust and representative data for training and evaluating recognition algorithms.

A comparative performance assessment with existing fingerprint repositories, including FVC2004, NIST
SD14, and CASIA Fingerprint Database, demonstrated that the artificially generated fingerprints possess
comparable feature density and ridge alignment consistency. When applied to testing popular recognition
algorithms—such as Minutiae Cylinder-Code (MCC) and Fingerprint Verification Competition (FVC)
frameworks—the artificial datasets yielded recognition accuracies exceeding 92%, thereby validating their
practical usability in algorithmic benchmarking and system optimization.

The adoption of reaction—diffusion model-based techniques, grounded in Alan Turing’s pattern formation
theory (1952), introduced an advanced layer of biologically inspired modeling to the generation process. This
method successfully replicates the spontaneous ridge evolution process found in human embryonic skin
development, producing complex and non-repetitive ridge patterns. The hybridization of this approach with
Bézier-based curve modeling enhances ridge topology diversity and enables scalable synthesis of fingerprint
images with varying core—delta configurations, arch types, and whorl symmetries.

Furthermore, statistical evaluation of the synthesized fingerprints demonstrated low intra-class correlation
(<5%) and high inter-class variability (>90%), indicators of effective uniqueness and dataset diversity. These
properties are essential for mitigating overfitting during algorithm training and for ensuring comprehensive
system testing across diverse biometric scenarios.

In conclusion, the findings confirm that the proposed hybrid methodology—combining cubic Bézier modeling,
iterative image simulation, and reaction—diffusion dynamics—constitutes a powerful and scalable approach for
artificial fingerprint synthesis. This technique not only addresses data scarcity and ethical constraints associated
with real biometric datasets but also provides a scientifically grounded foundation for future advancements in
biometric recognition, machine learning-based identification, and cybersecurity applications.
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CONCLUSION AND RECOMMENDATIONS

In recent years, both academic and industrial research communities have devoted significant attention to
the development and optimization of fingerprint recognition algorithms as part of a broader effort to strengthen
biometric identification systems. Despite notable advancements, the accuracy and reliability of these algorithms
are often evaluated using limited, proprietary databases, which restrict the generalizability and objectivity of
comparative assessments. Since such databases typically contain a small number of samples collected under
controlled conditions, they fail to represent the diversity of real-world biometric variations, including sensor
quality, environmental factors, user behavior, and physiological differences among individuals. To address these
challenges, this study highlights the critical importance of creating large-scale, publicly accessible artificial
fingerprint databases that can serve as standardized benchmarking platforms for the evaluation of fingerprint
recognition algorithms. The proposed approach of generating synthetic fingerprints using cubic Bézier
modeling, reaction—diffusion dynamics, and controlled distortion simulation provides a scientifically validated
and practically applicable solution to the existing limitations. Artificial fingerprint datasets offer ethical and cost-
effective alternatives to traditional biometric data collection, eliminating privacy concerns and reducing the
logistical difficulties associated with acquiring real samples. Experimental results confirm that the synthesized
fingerprints demonstrate sufficient intra-class consistency and inter-class distinctiveness, ensuring their
suitability for training, validating, and testing recognition algorithms. Moreover, artificial data effectively support
machine learning—based biometric systems, including convolutional neural networks (CNNs) and generative
adversarial networks (GANs), which require extensive, diverse, and high-quality data for accurate and robust
performance. It is therefore recommended that future research prioritize the development of unified international
standards for synthetic biometric data generation and evaluation to ensure reproducibility and fairness across
research institutions; the integration of Bézier curve modeling with deep generative architectures, such as GANs
and diffusion models, to improve realism and variability in artificial fingerprints; the expansion of methodologies
to include multimodal biometric synthesis, such as iris, facial, and palmprint data, to strengthen interoperability
and fusion-based systems; and the establishment of open benchmarking platforms enabling consistent
algorithm testing under standardized experimental conditions. In conclusion, the incorporation of artificial
fingerprint generation techniques into biometric research marks a strategic advancement toward achieving
greater accuracy, fairness, and scalability in modern identification systems. This development contributes not
only to scientific and technological innovation but also to enhanced security, ethical compliance, and inclusivity
in the global evolution of biometric technologies.
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